Ssra

Community Services

Organisational policy
Privacy

Purpose

Sora Community Services (Sora) is dedicated to protecting your privacy and ensuring that your personal
information is managed in accordance with the Privacy Act 1988 (Cth) and the Australian Privacy Principles
(APPs). Sora is committed to ensuring that information is used in an ethical and responsible manner.

Collection and use of personal information must not be used or disclosed for any reason other than the
primary purpose it was collected unless required to do so by federal, state or territory laws. Sora must take
steps, as are reasonable, to protect the information from misuse, interference, loss, and from unauthorised
access, modification, or disclosure.

Scope

This privacy policy applies to all staff at Sora inclusive of Board Directors, Executive Officers, Leads,
Managers, employees, volunteers, contractors, and stakeholders across all programs, and applies to both
physical and digital records.

Principles

Our privacy principles are based on respect, confidentiality, and compliance with relevant laws. We collect
only the information necessary to provide quality services, and we ensure it is managed securely, lawfully,
and transparently. Personal information is used solely for its intended purpose, with consent wherever
possible, and is shared only when legally required or with permission. Individuals may request access to
their own information and have the right to seek clarification or correction.

What Personal Information We Collect
We may collect personal information including, but not limited to:
e Name
e Contact details (email, phone number, address)
e Date of birth
e Bank or payment information

How we Collect Personal Information
Sora must obtain written or verbal consent to collect information, and this is recorded and placed on their
file.

In terms of information, Sora:
e Ensures that all persons are informed why the information is being collected and how it will be
used.
e Stores personal information securely, protecting it from unauthorised access.
e Provides information about their rights regarding privacy and ensures that they understand the
mechanisms available to make a complaint.
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Sora has a legal obligation to comply with the Privacy Act 1988 (Cth) and with the Australian Privacy
Principles.

Sora respects an individual’s right to acknowledge or refuse consent. Individuals who acknowledge their
consent for any purpose also have the right to withdraw their consent at any time.

Individuals must be made aware of the following:
e The purpose of collecting information.
e How information is used.
e The type of information that is collected.
e Limits to the privacy of personal information.
e How an individual can access their information.
e How to make a complaint about the use of their personal information.

Why we Collect Personal Information
We collect your personal information to:
e Provide and improve our products and services.
e Communicate with you.
e Process transactions.
e Comply with legal obligations.
e Accurate and relevant information maintained on file.
e Conduct marketing and promotional activities (with your consent).

Use of ‘Cookies’
We use cookies on our website www.sora.org.au to recognise your device and store certain information

such as your preferences and actions (pages you visit, support services you click on etc.). Cookies do not
contain personal information, but they can help improve your browsing experience by remembering your
settings and preferences.

To learn more about cookies, how they are used, and how you can update your preferences please visit
WWww.sora.org.au/privacy-information/

Disclosure of Personal Information

We may disclose your personal information to:
e Regulatory authorities where required by law
e Third parties with your consent

It is important to make individuals aware that relevant information will be entered into an information
management system and their statistical data may be collected by the National Data Collection Agency and
that their details entered will only be identified by a code.

Authority to exchange information and information sharing

Information pertaining either to an individual or to the organisation is considered confidential. Sora ensures
that individuals sign an authority to obtain and release information form’ prior to releasing their
information. The ‘obtain and release information form’ will list each specific service or persons with whom
the information will be exchanged, without generalisations where applicable.

Data Security
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We take reasonable steps to protect your personal information from misuse, interference, loss,
unauthorised access, modification, or disclosure.

The following technical safeguards are used to protect information:

e Using passwords to restrict computer access, multi factor authentication, with regular changes to
passwords required.

e When required marking cases as sensitive to lock down who can access that record.

e Using electronic audit trails to detect if data has been compromised.

e Installing virus protection and security system software.

e Staff logging off computer when not in attendance to restrict access when working onsite or
working remotely.

For more information, refer to the Code of Conduct Policy.

Access and Correction
Individuals have a right to access personal information under the Privacy Act 1988 (Cth) and may request
access to information held about them. Situations in which access to information may be withheld include
the following:

e Access may threaten the life or health of an individual.

e Access may leave an unreasonable effect on the privacy of others.

e The request is clearly frivolous or vexatious, or that access to the information has been granted

previously.
e The information is relevant to existing or to anticipated legal proceedings.
e Denial of access is required, either by legislation or law enforcement agencies.

Managing automated decision-making
Automated decision-making programs are computer systems that make decisions or recommendations
without human intervention.

Sora ensures that individuals are advised prior to the use of automated decision-making programs in their
service response.

Sharing information without consent

Australian privacy legislation allows for sharing information including but not limited to the Children and
Young Persons (Care and Protection) Act 1998 Chapter 16A and Crimes (Domestic and Personal Violence)
Act 1900 section 13A without consent, if failing to share information is believed to lead to certain risks. The
disclosure of personal information without consent to government agencies, other organisations or
individuals is permitted if:

e |tisauthorised or required by federal, state or territory laws.

e |tis unreasonable or impracticable to seek consent.

e Consent has been refused.

e The disclosure is necessary to prevent or lessen a serious threat to the life, health or safety of a
person or group of people.

e The organisation is a mandatory reporter, and it is legally obliged to release information to relevant
authorities when making a report about a child who is believed to be at risk of significant harm.

Staff may be required to share information with statutory bodies without individual consent when there
are concerns in relation to illegal activities and/or child protection or domestic violence.
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e Under chapter 16A of the Child and Young Persons (Care and Protection) Act 1998- Mandatory
Reporting is a legal obligation for certain professionals and community members who must report
incidents of child abuse and or neglect to Child Protection Services if they believe, on reasonable
grounds, that a child (a person under 16 years) who is in need of protection or is at risk of
significant harm.

e Under Part 13A of the Crimes (Domestic and Personal Violence) Act 2007 which allows service
providers to share information for the purpose of providing victims with domestic violence support
services, and for the purpose of preventing or lessening a serious threat to a person’s life, health, or
safety.

Chapter 16a (child protection) supersedes Part 13a (domestic and family violence) when a child protection
concern is involved as more information can be provided in relation to the concern. Where Chapter 16a
does not apply please use Part 13a when there is a domestic and family violence serious threat.

The decision to share information without consent must be based on sound risk assessment and then
approved by your manager or delegate.

Archiving and destruction

Sora adheres to Australian privacy legislation, including the Privacy Act 1998 (Cth) and provides robust
protections for client information by applying a deliberate and layered approach to safeguarding
information assets and client data. Security is not treated as a standalone function, it is embedded across
our operations, supported by trusted third party partnerships, and reinforced through our policies and
procedures.

Complaints
If you believe we have breached your privacy rights, please refer to the compliments and complaints
brochure or Managing Staff Disputes and Grievances process.

Breaches of this policy will be treated seriously and may result in disciplinary action, up to and including
termination of employment.

Legislation

Privacy Act 1988 (legislation.gov.au)
Australian Privacy Principles

References
ASES standards 2.3 Data and Knowledge Management
6.1 Communication
8.1 Consumer and Community Engagement
National Child Safe 1 — Leadership and Culture
standards 6 — Child-focused complaints process
10 — Policies and procedures
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Consultation and authorisation

This policy was developed in consultation with Communications, Practice, Human Resources, Quality and
Innovations Leads.

This policy is authorised for use by Board Directors and Chief Executive Officer.

Version control:

Category: Organisational document
Version Number: 0.42

Effective Date: 08/10/2025

Review Due: 08/10/2028

Business unit: Practice

Document Owner: Chief Executive Officer

Printed versions of this document are uncontrolled. Users are responsible for checking the Policy Document Library for recent version changes.
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